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Zaklady pouziti nastroje DTrace

DTrace pro operacni systém

.

DTrace pro aplikace







Co je DTrace

, [
(ZakladYJ » DTrace je instrumentace pro dynamickou

analyzu problému v systému a aplikacich v
celém rozsahu

 DTrace je jako hudebni nastroj, musite
cvicit, cvicit ...

* "Swiss Army knife"
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Kompletni analyza

zékladyj

 \(

drive

r

interpretované jazyky (java, javascript)
- dbx
prelozené programy (/usr/bin/¥)
- truss -ua.out, prof, gprof
knihovny (/usr/lib/¥)
- sotruss, apptrace
systémova volani (syscalls)
- truss
jadro systému
- alokace paméti, planovac procesu,
souborové systémy, ovladace ...
- mdb, prex, tnf, lockstat, kstat
hardware
- kstat



Funkchost DTrace

r 2 N r AV 4 V 4 ]

_zaklady J| « y]ozeni sondy -> aktivace -> akce
. ) - popsano interpretacnim jazykem D
_hastroje | POP P Jazy

* nastroje
- dtrace(1m)

* nadstavby

- chime, dtrace toolkit, dexpolorer, netbeans plugin,
sunstudio dlight

- knihovna libdtrace(3lib)

 lockstat(1m)/plockstat(1m)
e intrstat(1lm)
* powertop(1lm)
- vloZzené explicitni sondy do programu
 interprtetry, Xserver, databaze ...
« platformy
- Solaris 10, OpenSolaris a odvozené distribuce
- FreeBSD 7.1, MacOS 10.5



Sonda

r « N ( [] V4 A4 V4 \%4 A4 Vd
_zaklady ]| « dynamické vlozeni preruseni do funkce
r N kernelu/programu
sonda it . v . PP PRANT
- Y zajimavé pro produkcni systémy, zadny vliv,

pokud neni sonda aktivni
* cile
- pro kernel
- uzivatelské programy
- interpretry - java, javasctipt, PHP, mysql ...
- aplikace - apache, Xserver
« .provider” (vkladatel) sond

- ~ 60000 sond generickych
e fbt
- ~ 3000 sond specifickych
» syscall, fsinfo, sysinfo, vminfo, lockstat, sched, io,
proc, sdt, profile-*, tick-*, sysevent, mib, ip, dtrace,
ISCSI ...
- sondy aplikacni
« pid*, hotspot*, javascript*, mysql*, Xserver*, ... "usdt”



Systémova implementace sondy

zaklady |

 \[(

sonda

r

(dtrace(lm)) Gntrstat(lmD

g (plOCkStat(lm))v—(lockstat(lm))

libdtrace(3lib)

sondy&akce (DOF) y bufer s vysledky (DIF)
dtrace(7d), logika a D-interpret

] fbt(7d)
o sdt(7d) :E:

— syscall(7d)

trap

text/code

—| vmstat(7d) n‘/‘/vv




Dynamické vlozeni sondy

zékladyj

( \( )

sonda

r

fbt bez sondy

ufs mount: pushqg 3%rbp

movq 3rsp, srbp
subg $0x20,%rsp

movq %rdi,-0x8 (%rbp)

[...]

popda $rl2
PopPg srbx
leave

ret

sonda vlozena
int $0x3

movq srsp, srbp
subg $0x20,%rsp

movq %$rdi,-0x8 (%rbp)

[...]

popq %rl2
pPopPq srbx
leave

int $0x3

sdt bez sondy

read status: [..]

movl %r8d, $edi
nop
nop
nop
nop

movl $-0x1, $ebx

sonda vlozena
[...]

movl %r8d, $edi
nop

lock nop

nop

nop

movl $-0x1, $ebx



Provider

- ) _v,

\zaklady) dtrace - vnitfni sondy DTrace

- -, | lockstat - sondy pro zamky a zamykani

sonda profile/tick - pravidelné spousténé sondy (casovac)

\ y , y ,
fbt - sondy na vstupu/vystupu vsech funkci kernelu
syscall - sondy na vstupu/vystupu systémovych volani
sdt - “staticky definované sondy” explicitné

zakompilované v kodu
sysinfo - sondy statistik kernelu pro mpstat a sysinfo
vminfo - sondy statistik kernelu pro virtualni pamét

proc - sondy vytvareni a zanik procesu/LWP

sched - sondy planovace CPU

io - sondy pro sledovani diskovych IO

mib - SNMP MIB sondy systémového managementu

fpuinfo - sondy na sledovani zpracovani v pohyblive
radove carce (SPARC)

pid - sondy sledovani funkci a instrukci v procesech

plockstat- sondy pro zamykani a synchronizaci v
procesech

fasttrap - primé vlozeni sond



Akce

an N\ ( ] v s .

_zaklady ]| « interpretacni jazyk D

- \ - podobné awk(1) a podle ANSI-C - matematika,
| akce logika a funkce

moznost i C preprocesoru
interpret v kernelu
nejsou smycky, rekurze, vétveni ...

 funkce (nékteré z funkci jsou zatim jen v OpenSolarisu)

tisk —trace (), tracemem(), printf (), stack(),
printa () ..

agregaém’ — count (), quantize(), lquantize(),
max (), avg(), min() .. clear (), trunc()

Fidici - exit(), return|()

prace s retézci - strjoin(),strlen(),strtok(),
strstr () ,strchr () ,strrchr () ,substr () ,index()..

pro data programﬁ — copyin () ,copyinstr (),
ustack () ,inet ntoa* () ,inet ntop() ,ntoh/hton* ()

destruktivni - stop (), copyout(), copyoutstr(),
system() , breakpoint(), panic(), chill ()



Akce

r N\ (

_zaklady J| « proménné dtrace

r ~N - probeprov, probemod, probefunc, probename
g akce p - arg0, argl, .., args[#], uregs[#], fds[#]

- execname, timestamp, vtimestamp, zoneid ..

- pid, ppid, tid, uid, gid, cpu, cwd, errno ..
- $pid, S$target, $1, $2 .

- libovolna proménna v kernelu ()

* uzivatelsky definované proménné
- platnost
« globalni proménna - x
« lokalni proménna - this->X
« proménna pro vlakno - self->X
- typy
 skalarni proménné vcetné rfetézcu
 asociativni pole - poleX[indexy]
« @GagregaceX[indexy]=agr funkce (argumenty)
e spekulativni vystup

- speculation(), speculate(), commit(), discard()




Zapis sondy a akce

( Y4 .
zaklady || * popis sondy
\_ . . :
- < - provider:module: function:name
_ akce - moznost pouziti ,** a prazdné definice

- specialni ,BEGIN®, ,END" a ,ERROR"
* uplny popis sondy a akce
provider:module: function:name

/logicka podminka (predicate)/
{ pfikaz akce,; .. }

e vyuziti s dtrace(1m)
- privilegia
dtrace kernel,dtrace proc,dtrace user

- oneliners
dtrace -n 'S/P/{A} S/P/{A} .

- dtrace skript
#'!'/usr/sbin/dtrace -s
- speciality

e anonymni, postmortem dtrace



Zakladni demonstrace

(. )

_zaklady J1 « provider dtrace "BEGIN/END/ERROR"

- ~ — BEGIN {printf("hello world'!\n"); exit(0);}
| demo |

agregace (min,max,sum,avd...) a asociativni pole

- syscall::read:entry { (famin=min (arg2) ;
@amax=max (arg2) ; @aavg=avg(arg?) ;
Qacount [execname]|=count () ; }

vyuziti podminéneé sondy
- syscall: :read:entry /execname=="Xorg"/
{ Qafiledescr[arg0O]=sum(arg2); }

sledovani prace jadra nebo aplikace (-F)
- syscall::read:entry /execname=="cat"/

{ self->ctu=1l; } syscall::read:return
{ self->ctu=0; } fbt::: /self->ctu/ {}



Zakladni demonstrace

(., Y4 )

_zaklady ]| - prace s daty

- ~ - syscall::open:entry { printf ("%$s(%1i):

L demo ) $s\n", execname, pid, copyinstr(arg0)); }

casovani a vzorkovani pomoci "profile/tick"”
- profile-997
{ Q[execname,ustack() ]=count (), }
tick-10s { exit(0); }

sledovani aplikaci pomoci "pid"
- pidStarget:::entry {} pidStarget:::return
{}

destruktivni prace dtrace (-w)

- syscall: :uname:entry { self->ptr=arg0; }
syscall: :uname:return
{ copyoutstr ("OracleOS",6self->ptr,257); }



Demonstrace nadstaveb

zékladyj

 \(

demo

P DTraceTool

- sada prec
skriptu s
- http://hu

Kernel -

e /ONes -

| » dexpolorer

kit
pripravenych a zdokumentovanych
oripadnym vhodnym formatovanim

.opensolaris.org/bin/view/Comm

unity+Group+dtrace/dtracetoolkit

 typy DTraceTookit skriptu ~ 230
* Apps - pro aplikace jako Apache, NFS
* Cpu - meéreni aktivit CPU

Disk - analyza aktivity 1/0O

sledovani jadra

Locks - analyza programovych zamku
Mem - analyza pamétového podsystému
Net - aktivity na siti a TCP/IP stack

Proc - aplikacni procesy

System - prehled o systému

« User - aktivity uzivatelt podle UID

sledovani zon



Demonstrace nadstaveb

( \( )

r

. )
zaklady || « chime
. j - vizualizace pomoci javy (JFreeChart)

- http://hub.opensolaris.org/bin/view/Project
+dtrace-chime/

 DTraceTazTool
- UFS
Netbeans plugin
* SunStudio 11 DLight



Chime

zaklady |

 \[(

» Chime C][E”ﬂl
\ File Options Help & Interrupt Statistics E]@[E]
d emo " mlale Interrupt Statistics
#
300
Category ‘In'rlial Traces |v‘ Description 2
5 250
2
Traces A graphical version of the intry @ 200
[2i]
Interrupt Statistics command. E
System Calls =
3 5 100
Device 110 Demonstrates display totals. E
Callouts 50 A ‘\ll
Kernel Function Calls ... - [ ) N
Method Times ... 18:24 18:25 18:26 18:27 18:28
System Probes Time
Time Spent In Functions ... |_anei_enut — anci#!, cpud - audiohd, cput  nvidia, cput — uhci#3, cpu1|
Write Counts 1] Interrupt Statistics
Write Counts by Ut Irace Plot Drilidown A Interrupt Statistics (=)[o])(x]
Write File Descrij Device | CPU [Interrupts PerSe.. w|  Percent Time Interrupt Statistics
Wirite Time Bucket | 3 cout 251 | 0.07% |« ] 008 ' ' '
kmem_alloc Stack | uhci#3 cpul B | 251 0.26% '
ahcigl cpul | 3 0% 0.08
uhcig? cput | 3 0% |= g
P Run enci cpud | 3 0% = 004
uhci#d  cpul | 3 0% T oo3
I hei1394  cput | 3 0% [ £
nvidia cpu | 3| 0.02% oo 0oz
uhei cpu | 3 0%|_| 0.01
e1000g  cpu 0 0% [w
i - + 0.00 - _— -
19 devices 2 cpus 43 0.37% 18:24 18:25 18:28 18:27 18:28
Time

1@ Interval in seconds

[<][>]{n]

|- ahci, cpul = ahci#1, cpul = audiohd, cpul  nvidia, cpul = uhci#3, cpul




SunStudio 11 DL

t

zaklady |

r

-

@

Sun Studio

L)X

File Edit “iew Navigate Source Refactor Run

Debug  Versioning Tools  Advanced Window  Help

 \[(

.
demo

HFEES D¢

Debug

T E D B

|Qv Search (Ctrl+) |

& | Projects [DLisiht Instruments Wx| ge |dtmf.c x| DLight Tool. Timeline Amp/dlight_martin/session_2559.er localhost: DTMF Debug *| <) » (*) (2]
=
%@ W bPH 4§ & QAaQaFIdDa
| L 4 'y
F‘ﬂ’ Clock profiler ™ 1 2 3l 4 & B 7 8 9 10 11 12 13 14 15 1
S

File System Activity

[Ei Classes
mil
14

A
ReadWrite Monitor

Heap monitor

[IFiles

e ¥

[ ] Show Valid Tools Only

DLight Event Details

Microstate accounting Monitor
Time stamp
Stopped
Asleep for any other reason
Asleep in user text page fault

Asleep in user data page fault

0
0
0
0
Aleep in kemnel page fault 0
Asleep on semaphore (waiting for 107) 0
Asleep on cond. variable (waiting for [07) 0
Asleep waiting for system-mode synchronization O

0

Asleep waiting for user-mode synchronization

10575994297

v
<" ) |
Dbx Console | Search Results | Tasks | FProcess If0 [Output ¥ X

B | pvr (Build, Profile) =

Waiting for CPU (latency)

Funning "/opt/sunstudicoli.1l/bin/collect

Running in other trap 0
Running in sys call or page fault 28

Running in user mode g0

Clock profiling is on.

DLight {(/tmp/dlight_martin/session_2559.er) at localhost «

Creating experiment database /tmp/dlight martin/session 2559.er ...

--11111--11141--1111--11111---11111-8888--11111--5886--0000--22222—--00000-1111--0000

-D clock -D fops -D msa -D io -o /tmp/dligh|®

¥

<% 7

|







Analyza operacniho systému

( systém )

-
* postupne zpresnujici analyza

1) globalni statistiky (*stat, kstat(1m))
2) agregace vybrané statistiky
» podle zony, aplikace, uzivatele, zdroje
3) vybér podrobnéjsich statistik v zizeném
rozsahu
nekdy slepé ulicky, myslete jako Edison
« vzorkovani naslepo (provider profile)
* analyza stavu systému
- datoveé struktury jadra operacniho systému
- kombinace s mdb(1m)
e zpracovani a interpretace vysledku
- navazneé formatovaci skripty
- zaclenéni do C programu (libdtrace(3lib))




CPU zatizeni v procesu
(user time)

([ , N\(
V4
_system J1 e« problém (mpstat)
e ~ CPU minf mjf xcal intr ithr csw icsw migr smtx srw syscl sys wt idl
%usr 0 10 0 0 681 253 1774 196 61 0 0 11377 2 0 84
\_ Y, 1 28 0 0 630 508 255 89 61 5 0 5421 2 0 5
v v
* hledani

=2 profile-997 { (@[pid] = count(), }

= profile-997 /pid==$target/ { @[ustack()] =
count(); } END{ trunc(@,5); }

2 pidStarget:::entry { self->ts[self->stack++] =
timestamp; }
pid$target:::return /self->ts[self->stack-1]/ {
this->elapsed = timestamp-self->ts[--self-
>stack]; (@count[probefunc]=count()
Celapsed|[probefunc]=quantize (this->elapsed) ;
self->ts[self->stack]=0; }

= [dtrace -F] pidS$target:::entry{}
pid$target: : :return{}

e reseni




CPU zatizeni v systemu

(system time)
* problém (mpstat)

CPU minf mjf xcal intr ithr csw icsw migr smtx srw syscl usr wt idl

- r
_ systém

\/

0 109 0 155 646 183 879 117 139 14 0 3041 9 0 26
1 101 0 112 1192 679 957 141 148 19 0 3502 12 0 21

%sSys

* hledani
= profile-997 {(@[execname,uid,pid,tid]= count();}
= . /DTraceToolkit-0.99/Bin/topsysproc
=2 fbt::: { @[probemod,probefunc]=count(); }

e reseni




Mnoho systémovych volan
(syscall)

V 4

 hledani
> syscall:::entry { printf("%s(%i):\t%s\n",
execname, pid, probefunc); }
= syscall:::entry { (@[execname]=count(); }
= syscall:::entry /execname=="reader"/
{ @[probefunc]=count(); }

(- , N\ (
Ve
_system J1 e« problém (mpstat)
CPU minf mjf xcal intr ithr csw icsw migr smtx srw/syscl\ usr sys wt idl
é ) 0 10 0 198 938 293 1279 50 113 14 o 15513 ) 10 7 o0 83
g syscaII p 1 32 0 225 1274 806 1305 49 116 4  0\13428/) 12 9 0 79

= syscall:::entry /execname=="reader"/ { self-

>ts= timestamp,; }
syscall:::return /self->ts/

{ @spent|[probefunc]= sum(timestamp-self->ts);

self->ts=0; }
2 syscall: :read*:entry /execname=="reader"/

{ @[arg2] = count(); } END { printa("velikost:

$d\t\tpocet volani:%@d",Q); }
= syscall: :read*:entry /execname=="reader"/
{ @[ustack()] = count(); }

e resSeni



Casté prepinani procesu
L (context switch)

( 2
_system J1 e problém (mpstat
e ~ CPU minf mjf xcal intr ithr/ csw \icsw migr smtx srw syscl usr sys wt idl

0 35 0 507 2391 32¢ 165 11566 65 0 33641 15 18 0 67
procesy
\_ ) 1 1 0 463 3427 909\45217/1702 11636 42 0 29882 le 21 0 63

 hledani
= sched:::0ff-cpu { (@[execname]=count(); }
= sched: : :0ff-cpu /execname == "threads"/
{ @[tid]=count(); }
= sched: ::0ff-cpu /execname == "threads"/

{ @Q[ustack () ]=count(); }
END { trunc(@Q,5); }

e reseni




Zamky v mnoha-vlaknovych
aplikacich (mutex,...)

evsta
_ systém

\/ \_/

viakna

p
e problém (mpstat)

CPU minf mjf xcal intr ithr csw icsw migr/smtx srw syscl usr sys wt idl
0 177 0 3 13530 211 122826 12897 1453 60525 | 0 124634 70 29 0 1
1 30 0 8 14017 800 124933 12854 1494, 61834/ 0 134841 70 30 0 0

* hledani
2 plockstat ./threads malloc
* reseni

- atomicke instrukce atomic_ops(3C)

- optimalizované i knihoven
libumem/libmtalloc




Pracovni pamét procesu
(@nonymous memory)

([ , N\(
V4
_system J| e problém (vmstat)
e ~ memory page executable anonymous filesystem
El"]ééf swap free re mf fr de sr epi epo epf api apo apf fpi fpo fpf
\_ F) ) | 1012744 479840 8560 10489 8 0 O 40 0 0 0 0 0 24 8 8

999920 473680 689 1173 133 0 0 267 0 0 0 0 0 510 133 133
994976 462896 1018 1818 166 0 O 8 0 0 0 0 0 626 166 166

* hledani
=2 vminfo::: / execname'!="dtrace" / { (@[execname,
probefunc, probename]=count(); }
tick-10sec { printf("%$-16s %-16s %-16s %-
16s\n", "EXECNAME" , "FUNCTION", "NAME" , "COUNT") ;
printa("%-16s %-16s %-16s %-@l6d\n",Q);
clear (@) ; printf("\n\n"); }

e reseni




Zatizeni diskoveho 1/0

( Y4
_ system | problém (iostat)
e ~ extended device statistics
diSky r/s w/s kr/s kw/s wait actv wsvc_t asvc_t %w %b device
\_ Y, 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0 0 c0t0do

0.0 177.6 0.0 22733.6 0.0 10.0 0.0 56.3 0 100 c3t0d0
hledani
= io:::start { printf("%$s(%d): %d\n", execname,
pid, args[0]->b bcount); }
= ./DTraceToolkit-0.99/Bin/iotop
= ./DTraceToolkit-0.99/Bin/rwtop
= ./DTraceToolkit-0.99/Bin/iosnoop

e resSeni



Hledani chyb

_ systém

r

chyby

\/ \/

p
* chyby v systemovych volanich errno
= ./DTraceToolkit-0.99/Bin/errinfo

= syscall:::return /arg0O==-1 && errno!=1l1l &&
execname!="dtrace" / { printf("$s: %s %d\n",
execname, probefunc, errno); }

* hledani podrobnosti o chybach

=» syscall: :connect:entry { self-
>sockaddr=copyin(argl,arg2); }
syscall: :connect:return /arg0O==-1/
{ printf("%s: %s:%d\n", execname,
inet ntoa((ipaddr t *) (&((struct sockaddr in
*)self->sockaddr)->sin addr)), ntohs(((struct
sockaddr in *)self->sockaddr)->sin port)); }




Systémova bezpecnost
(Host Intrusion Detection System)

( , )

_System ]| « reverse engeneering

4 ) - sledovani volani
HIDS edo ani vola

- J - graf volani

2> profile-499%hz { @[ustack() ]=count() }
tick-5s { exit(0); }

stack/heap overflow/underflow

sledovani prace se soubory

= fsinfo::fop open: / ((vnode t *)arg0)->v path
&& strstr(((vnode t*)arg0)->v path, "/dev")==
((vnode t*)arg0)->v path /
{ printf("%s", stringof(((vnode t*)arg0)-
>v_path)); }

« sledovani shellu

= . /DTraceToolkit-0.99/Bin/shellsnoop

podezrelé spoustéeni programu

= proc:::exec /execname == "QuickTime Player" &&

args[0] == "/bin/sh"/ { printf ("QT on MacOS has
been pOwned!\n”)}







Analyza programu

= r 7 .
(apllkace) « standardni provider

- pid*, plockstat*

- sledovani prakticky omezeno na
entry/return

- hlavni program (a.out) a knihovny

- nutna znalost vnitrni architektury programu

« User-Level Statically Defined Tracing (USDT)

- mysql*, postgresql*, Xserver*, apache*,
php*, phyton*, (perl*), ruby*, javascript*,
hotspot*, hotspot_jni*, (sh*), (gtk*/glib¥*) ...

- doplnéné sondy "DTRACE_PROBE*()"

- zakompilované a popsané v ELF (vyuziva
linker)

- "exportuje" dulezité udalosti

 start/stop, begin/end, entry/exit ...




USDT

é . ) o , ,

_aplikace ]| « vlozeni sondy do kédu (usdt.c)
- ~ #include <sys/sdt.h>

L USDT ) int main() {

int data=123;
DTRACE PROBE1l (usdt,begin,data);
DTRACE PROBE (usdt,end) ;

}
popis sondy pro kompilaci (usdt_probe.d)

provider usdt {
probe begin(int data) ;
probe end(); };

kompilace

cc -c usdt.c

dtrace -32 -G -s usdt probe.d usdt.o
cc -o usdt usdt.o usdt probe.o

sledovani

= usdtStarget:::begin usdt$target:::end

= usdt$target:::begin { self->ts=timestamp; }
usdt$target:::end /self->ts/
{ @=quantize (timestamp-self->ts); self->ts=0;

}



MySQL

( ) N\ [ o. , ] o
_aplikace || « yyuziti standardnich provideru
r \ - pid*/plockstat*®

_MysQL - MySQL Internals (O’Reilly)

- Expert MySQL (Apress)

[ query ]

query
cache?

parse

T =

y

| start execution |
y

:query optimizer:
y

locking

T =

y

execute statement|

y
— —

|: results }

| filesort

=




provider pid*

.
kapllkace

-
g MySQL

J \/

v,

= pidStarget: :*dispatch command*:entry
{ printf ("Query: %$s\n", copyinstr(arg2)); }
= pidS$target::*dispatch command*:entry
{ self->query=copyinstr (arg2),; self-
>start=timestamp; }
pidStarget::*send result to client*:entry
{ self->cache="Yes"; }
pidStarget::*do select*:entry
{ self->cache="No"; }
pid$target::*dispatch command*:return
{ this->end=timestamp;
this->elapsed=(this->end-self->start)/1000000;
printf ("From Query Cache?: %s in %d ms \t|
Query: %s\n", self->cache, this->elapsed, self-
>query) ; self->start=0; self->query=0; }



provider mysql*

.
kapllkace

- mysql 6.0.x, 5.4, 5.1.30 (OpenSolaris)
- 56 sond v ruznych oblastech

connection-start
command-start
query-start (query,connid,db,user, host)
query-parse-start
query-parse-done
query-cache- (hit,miss)
query-exec-start
query-exec-stop
query-done (status)
command-done

connection-done

J

-
L MySQL )

=2 mysgl$target:::query-start { printf("Q: \"%s\" C:
%i DB: %s U: %s H: %s\n",copyinstr(arg0), argl,
copyinstr (arg2) , copyinstr (arg3),
copyinstr (arg4)); }




Apache

é . "\ - -
_aplikace || « modul "mod_dtrace
a ) - I %
_apache | provider apache

- prevedeni standardniho APl do DTrace

- 7 sond

» accept-connection, check-access, check-
authorization, check-user-credentials, create-
child, log-request, receive-request

= apache*: ::log-request { this->request=(int
*)copyin(arg0, 56*4); printf("%s %s %s
$d\n" ,copyinstr (this->request[17]),
copyinstr (this->request[12]), copyinstr (this-
>request[55]), (int)this->request[16]); }

= ./viewregs.pl -d 5

= . /apachetop.pl




PHP

C 1 b " "
| aplikace | modul "mod_php5
r N - provider php*
e - 11 sond

« compile-file-entry, compile-file-return, error,
exception-catched, exception-thrown, execute-
entry, execute-return, function-entry, function-
return, request-shutdown, request-startup

= php*:::function-entry { @[copyinstr(arg0)] =
count () }

= php*:::function-entry {printf("called %s() in
$s at line %d\n", copyinstr (arg0),
copyinstr (argl), arg2)}

= php*:::function-entry
/copyinstr (arg0)=="blastoff"/ { self-
>ts=timestamp; }
php*:::function-return /self->ts/
{ @=quantize (timestamp-self->ts); self->ts
=0; }

= ./DTraceToolkit-0.99/Bin/php flowtime.d



Java

é . )

_aplikace J| « generace

. N - jstack()

_Jve - java4/5 - libdvmti.so, dvm*, 13 sond

javab
* hotspot™ - 25 sond
* hotspot_jni* - 474 sond
« explicitni aktivace
+ExtendedDTraceProbes
+DTrace{Alloc,Method,Monitor}Probes

= hotspot*:::method-entry { this->class=

(char*) copyin(argl, arg2+l); this->class[arg2]=
'\O0'; this->method=(char*)copyin(arg3, argd+l);
this->method[argd4]='\0'; printf("%s::%s\n",

stringof (this->class) ,stringof (this->method)) ;}

= . /DTraceToolkit-0.99/Bin/j syscolors.d -p $

(pgrep Jjava)

= ./DTraceToolkit-0.99/Bin/j calls.d
= . /DTraceToolkit-0.99/Bin/j stat.d



JavaScript

. \( v , n . . . [
(apllkaceJ * soucast "Spider Monkey JavaScript Engine
Gavascri \ - Firefox >=3.0

P - provider javascript®

- 11 sond

« execute-done, execute-start, function-args,
function-entry, function-info, function-return,
function-rval, object-create, object-create-done,
object-create-start, object-finalize

= javascript*:::function-entry
{ @funcs[basename (copyinstr (arg0)),
copyinstr (arg2)] = count(); }
= . /DTraceToolkit-0.99/Bin/js flowtime.d
= . /DTraceToolkit-0.99/Bin/js objnew.d
= . /DTraceToolkit-0.99/Bin/js objgc.d




Dotazy (dtrace::END)

pro prezentaci byly pouzity inspirace z volné dostupnych materialt

z prezentaci ve skupinach uzivatelt OpenSolaris.org (CZOSUG/SKOSUG a jinych),

z konferenci o OpenSolarisu, DTrace, Java, JavaScript, MySQL, CommunityOne a jinych,
z referencnich meteriali Wiki na Solarisinternals.com,

z dokumentace DTrace na docs.sun.com a dalSich zdroju
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